SHEET ABDULLAH

—Tel: +9647703566718
—lraq

— Hacker One: hackerone.com/Oxsheet

— LinkedIn linkedin.com/in/Oxsheet

— My Website: https://sheetcyber.netlify.app/

SUMMARY OF QUALIFICATIONS

e Highly accomplished Cybersecurity Research Analyst with 6+ years of specialized experience in vulnerability
discovery, penetration testing, and cyber threat analysis

e Recognized by leading global organizations including NASA, IBM, Sony, and ServiceNow through Bug Bounty
programs with proven track record on HackerOne and Bugcrowd platforms

e Expertin identifying critical security vulnerabilities (RCE, XSS, SQL Injection, IDOR, Business Logic flaws) and
developing comprehensive protection strategies with multiple industry certifications

EDUCATION

Kirkuk University

Kirkuk, Iraq
May 2023

Bachelor of Science in Computer Science and Information Technology

e Thesis: Face Recognition Student Attendance System
e Major GPA: 3.84/4.00

TECHNICAL SKILLS

e CoreSpecializations: Web Penetration Testing, Mobile Penetration Testing, SOC Operations, Red Teaming, Network
Security, Security Auditing, 1SO 27001 Compliance

e ProgrammingLanguages: Python, C/C++, Bash Scripting, PowerShell, JavaScript

e Security Tools: Burp Suite Professional, Metasploit Framework, Nessus, Wireshark, Snort, OWASP ZAP, Netcat,
Postman, AWS CLI

e Operating Systems: Linux (Kali, Ubuntu, CentQS), Windows Server, UNIX, macOS


hackerone.com/0xsheet
linkedin.com/in/0xsheet
https://sheetcyber.netlify.app/

RELATED EXPERIENCE

Telecommunications Engineer

Iraq
2024 — Present

MENA Iraq

e Designed, installed, maintained, and optimized communication networks ensuring high performance and reliability
e Ensured compliance with security standards and implemented security protocols to protect network infrastructure
e Conducted security assessments and vulnerability testing on telecommunications systems

Bug Bounty Hunter & Cybersecurity Research Analyst

Remote
2021 — Present

HackerOne & Bugcrowd

e Active bug bounty hunter with proven track record identifying critical vulnerabilities across diverse web and mobile
applications

e Specializedin discovering RCE, XSS, SQL Injection, IDOR, and Business Logic flaws through comprehensive security
testing

e Responsible disclosure of security issues resulting in Hall of Fame recognition from 15+ major organizations including
NASA, IBM, Sony, ServiceNow, IKEA, Procter & Gamble, and Estonian Government

PROJECT EXPERIENCE

wrong_way - Security Reconnaissance Tool

Open Source Project
2023

o Developed Bash-based automation tool for scope-based reconnaissance using advanced recon methodology
e Streamlined security assessment workflows for penetration testers with automated enumeration capabilities
e Incorporatedindustry best practices for reconnaissance and vulnerability assessment

Face Recognition Student Attendance System

Graduation Project
2023

e Implemented facial recognition technology for automated student attendance tracking system
e Utilized Python, OpenCV, and Machine Learning algorithms to achieve high accuracy rates
e Designed user-friendly interface for administrative management and reporting

Network Security Suite

Personal Project
2022



e Developed comprehensive collection of network analysis tools including traffic analysis and ARP poisoning utilities
e Createdsecure inter-system messaging application and real-time voice communication system
e Implemented using Python socket programming and network protocols for educational security testing

CERTIFICATIONS

o Red Team Analyst [CRTA] — Advanced red team operations and adversary simulation

e Certified Professional Penetration Tester (eCPPTv3) — Comprehensive penetration testing methodology
e Web Application Penetration Testing Extreme (eWPTXv3) — Advanced web application security

e Mobile Application Penetration Tester (eMAPT) — Mobile security assessment expertise

e Associate Penetration Tester (Hackviser) — Foundational penetration testing skills

¢ Introductionto Cybersecurity (Cisco) — Cybersecurity fundamentals

HONORS & RECOGNITION

e Bug Bounty Hall of Fame: NASA, IBM, Sony, ServiceNow, MUFG Americas, Six Group, Aon PLC, Procter & Gamble,
IKEA, Beiersdorf, Assurant, Estonian Government, Eurofins, Anywhere Real Estate

e Official Recognition: Iragi Ministry of Interior Cyber Security Center (2024, 2025)

e HackerOne Profile: https://hackerone.com/Oxsheet/ — Active contributor with verified vulnerability reports



